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ARM Project Overview

Coordinated by Chr. Michelsen Institute, ARM aims to broaden established approaches to
foreign information manipulation and intervention (FIMI). This will be done by exploring
authoritarian strategies for information control beyond borders, conceptualising information
suppression and other forms of FIMI, with a focus on its effects on European diaspora
communities.

ARM is a 38-month Research and Innovation Action (RIA) with a consortium of 11 research
centres and universities conducting research in Europe and Africa. With extensive
experience in the research of foreign information manipulation, there is great potential for
impactful, exploitable results that empower people to protect information freedom.

Executive Summary

Dissemination and communication are an important part of the ARM project, ensuring that
project activities, resources and results reach the relevant stakeholders in a clear and
consistent way.

The aim of this document is to outline the aim and strategy of the ARM project, the
Dissemination and Communication Plan (D7.1) will outline the key objectives for
disseminating and communicating the ARM project, and how stakeholders will be identified
and engaged with the aim of maximising opportunities for project results on the European
level.

This document will act as a reference for project partners when carrying out ARM
dissemination and communication activities. Delivered in M5 (May 2024), D7.1 will be
updated on an annual basis throughout the project, with a final update of the plan — D7.4 —
that will be delivered in M38 (February 2027).

Spelling Guidelines

Standardised British Spelling should be used in all documents. Generic terms are spelled in
lower case, specific terms and proper names are spelled with initial capitals. To minimise
editorial work in the future, it's advisable to review the guidelines in the EC DG Translation
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English Language Style Guide. Partners are encouraged to promote the project in their
native languages while considering these guidelines.

Disclaimer

This document reflects the views of the author(s) and does not necessarily reflect the views
or policy of the European Commission. Whilst efforts have been made to ensure the
accuracy and completeness of this document, the European Commission is not responsible
for any use that may be made of the information it contains nor for any errors or omissions,
however caused. This document is produced under Creative Commons Attribution 4.0
International License.

BB Funded by the European Union.



1. Introduction

Effective communication and dissemination of the ARM project's activities, resources, and
project results are crucial for engaging relevant stakeholders and accomplishing the project's
goals. This document outlines the methodology of the ARM project Communication and
Dissemination plan, including an initial assessment of project stakeholders and the
strategies, channels, tools, and messaging to be employed for effectively reaching and
engaging these audiences.

A key challenge for the project will be ensuring that communication activities do not have a
negative impact on research activities, either by compromising the researchers themselves,
or those participating in interviews or other activities. To this end, the project will be strategic
in what it chooses to communicate during the early parts of the project, while still working to
build its audience to ensure the impact of its final results. It is important that the project
addresses and engages with stakeholders throughout the project’s lifespan in order to impact
policy and increase the awareness of FIMI techniques employed by states within Europe and
help protect information freedom.

1.1 Objective

This deliverable aims to explain the ARM Project’s dissemination and communication
strategy. The deliverable starts with an elaboration on the obligations and protocols to be
followed by the project partners. This is followed by an overview of the target audiences.
Subsequently, the main dissemination and communication activities are presented, as well
as the Key Performance Indicators (KPIs).

This strategy will be available to all project partners for guidance. It has been developed with
reference to Communicating EU Research & Innovation: Guidance for Project Participants
(European Commission, 2014), while communication and dissemination pertaining to policy
recommendations will be informed by Communicating research for evidence-based
policymaking. A practical guide for researchers in socio-economic sciences and humanities
(European Commission, 2011), and Communicating about your EU-funded project
(European Research Executive Agency, 2022).

1.2 Definitions

It is critical that all ARM project partners understand communication and dissemination
terminology used in this plan to fully participate in the activities described, and to insure

BB Funded by the European Union.



D7.1 Dissemination and Communication Plan

—+R (80

smooth collaboration in the implementation of the plan. The following definitions are therefore
used:

e Communication is the process of informing stakeholders and promoting project
activities and results through a pre-defined strategy from the start of the action and
through its lifetime.

e Dissemination is the disclosure of project results in a public forum. This can be the
publication of results in scientific magazines, academic journals, or at targeted
conferences.

e Exploitation is the use of the results from the action in further research and innovation
activities, or its influence on policy or the actions of other members of civil society.

e Results are any effect that stems from the action. This can be data, information, or
other take other forms, but still contributes to the sharing of generated knowledge
from the action.

Figure 1 — Horizon Europe Guide, European Commission 2023.

.. WHAT IS THE DIFFERENCE AND WHY THEY ALL MATTER

For those who can take the results forward or invest

(Citizens, stakeholders and the media For those who can learn and benefit from

v Having a well-designed strategy
v Conveying clear messages
v Using the right channels

From the start until the end of the action

v Engage with stakeholders
v Attract the best experts
v Raise awareness of how public money is spent

v Show the success of European collaboration

It Is a legal obligation!
Article 17 of Horizon Europe

Grant Agreement

the results, such as: scientists, industry, public

authorities, policymakers, civil society
ﬁﬁm results in:

v Scientific magazines

v Scientific and/or targeted conferences

v Databases

v Anytime, as soon as results become available

v Up to four years after the end of the project

D

v Maximise the impact of the action

v Allow other researchers to go a step forward

v Contribute to the advancement of world class
knowledge

v Make scientific results a common good

ItIs a legal obligation!
Artidle 17 of Horlzon Europe

Grant Agreement

in them, such as: researchers, stakeholders,
industry (also SMEs), public authorities,

policymakers, civil society
@D

v Creating roadmaps, prototypes, software
v Sharing knowledge, skills, data

v Towards the end of the action and beyond,
as soon as exploitable results are available
v Up to four years after the end of the project

@

v Lead to new legisiation or recommendations
v For the benefit of innovation, the economy
and sodety
v Help to tackle a problem and respond to
an existing demand

It Is a legal obligation!
Annex 5: Specific Rules and Article 16

of Horlzon Europe Grant Agreement
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2. Obligations and protocols

2.1 Obligations

The Horizon Europe Rules of Participation, the Grant Agreement (GA), and the Consortium
Agreement (CA), place legal obligations upon Consortium partners in relation to
Communication, Dissemination and Exploitation. By signing the GA and CA, the partners
have agreed to:

e Promote the action and its results by providing targeted information to multiple
audiences (including the media and the public) in a strategic, coherent, and effective
manner (Article 17.1 of the Grant Agreement).

¢ Disseminate results as soon as feasible, in a publicly available format, subject to any
restrictions due to the protection of intellectual property, security rules or legitimate
interests (Art. 17.4 and the specific rules set out in Annex 5 of the Grant Agreement).

e Follow an open science approach (Art. 17 and the specific rules set out in Annex 5 of
the Grant Agreement). This includes:

o Ensuring open access (free of charge, online access for any user) to all peer-
reviewed scientific publications relating to the project results

o Managing the digital research data responsibly, in line with the FAIR principles
(findability’, ‘accessibility’, ‘interoperability’ and ‘reusability’). Full details on
requirements for Open Science are provided in Annex 5 of the GA and in
deliverable D8.1 Data Management Plan.

e Use their best efforts to exploit their results directly or to have them exploited
indirectly by another entity, through transfer or licensing up to four years after the end
of the action. If, despite a beneficiary’s best efforts, the results are not exploited within
one year after the end of the action, the beneficiaries must (unless otherwise agreed
in writing with the granting authority) use the Horizon Results Platform to find
interested parties to exploit the results (Art. 16 and the specific rules set out in Annex
5 of the Grant Agreement).

These activities will be directed and managed by the Dissemination and Communication
Lead, CMI. However all partners are expected to contribute to dissemination and
communication.

BB Funded by the European Union. |5



2.2 Funding acknowledgement

According to Article 17 of the Grant Agreement, each partner of the ARM project is expected
to disseminate the results that it has ownership of, as quickly as possible after their
compilation. Failure to do so may lead to the European Commission disseminating such
results themselves. Dissemination activities will remain compatible with the protection of the
owners of the results.

Concerning dissemination of results, Article 17 also specifies that any dissemination of
results (in any form including electronic) must display the following disclaimer:

Figure 2 — European Funding Disclaimers

Funded by the
European Union

Funded by the
European Union

The dissemination of results must also indicate that the European Union and the REA are not
responsible for any use that can be made of the information the results contain.

For this reason all ARM project communication templates will include the funding disclaimer
as well as a liability disclaimer to meet these obligations.

“Funded by the European Union. Views and opinions expressed are however those of
the author(s) only and do not necessarily reflect those of the European Union or REA.
Neither the European Union nor the granting authority can be held responsible for
them.”

As enabled by Article 17 of the Grant Agreement, the ARM project consortium partners have
established, through Article 8 of the Consortium Agreement, the following procedure for
communication and dissemination activities. Below is a concise version of this agreement,
with the Grant Agreement and Consortium Agreement the binding versions of this
agreement.

BB Funded by the European Union. |6



2.3 Procedure for communication activities

All partners are expected to communicate about the project in a way that does not impact
ongoing research or reveal research results. All communication should respect the project’s
visual identity and display the necessary EU funding acknowledgement.

CMI are responsible for overall project communications. If deemed necessary,
communication materials to be shared by the project will be communicated to the consortium
or relevant partners for their review. When this input is needed there will be sufficient time
given to partners to review materials thoroughly.

All printed materials should be checked by the communication team at CMI to ensure that
they are consistent with the project visual identity. Partners are welcome to communicate
about the project on social media and post on their respective websites without advance
input from the communication team at CMI.

All partners must report their communication activities via the Microsoft Form that has been
communicated to them and can be found on the project’s shared Microsoft Teams channel.

2.4 Procedure for dissemination activities

As written in the ARM Project Consortium Agreement, Article 8.4, all partners that wish to
disseminate their own project results (that have not yet been centrally published by the
project) must give at least 30 calendar-days’ notice to the other partners, together with
information on the results it wishes to disseminate.

If a project partner wishes to object to the publication of said results, they must do so with 15
days of receiving notification. Grounds for objection are:

¢ the protection of the objecting party's results or background would be adversely
affected, or;

e the objecting party's legitimate interests in relation to its results or background would
be significantly harmed, or;

¢ the proposed publication includes confidential information of the objecting party.

In such an event the results cannot be disseminated unless the necessary actions are taken
to safeguard these interests.

Full instructions related to dissemination can be found in section 8.4 of the ARM Project
Consortium Agreement.
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2.5 Ethics and Communication

Ethical communication is paramount throughout this project. This is particularly important in
this project given the sensitive nature of the research being conducted, and the potential
risks to both research participants and researchers as part of the project. To minimise these
risks, the ARM project has set out ethical communication guidelines that will be followed by
all project partners and individuals associated with the project.

The project will:

- Not feature communication materials with identifiable faces unless with the prior
consent of the individual(s) and with clear directions on how the image will be used
and the content associated to it.

- Not share contact details of any participants or researchers to any individuals or
associations that are not directly involved in the project.

- Have a constant dialogue with project partners regarding the language used in
communication materials to minimise the risks of increased attention from
governmental actors compromising research or increasing risk to individuals. This
language will be adapted on a case-by-case basis.

- When engaging with the public, prioritise clear and concise language, avoiding
jargon.

A full breakdown of the project’s risk mitigation and monitoring strategy can be found in
Article 4.1 of D8.2 Ethics Guidelines.

BB Funded by the European Union.



3. Target audiences

3.1 Stakeholders

The ARM Project’s objectives and expected results have the potential to appeal to a number
of different stakeholders in different disciplines. These stakeholders have been broken down
into different target groups in the table below:

Table 1 — Target Audiences

TARGET GROUP DESCRIPTION

EU Policymakers Policymakers working as:

o EU officials in the External Action Service (EEAS)
and the European Union Agency for Cyber
Security (ENISA

e EU-funded networks (EU-HYB-NET)

e Members of the European Parliament

Civil society organisations Those organisations working:

e On the national, EU and global level
o As diaspora representatives
¢ On fundamental rights and freedoms

Academics and scholars Scholars working in the fields of:

Authoritarian politics

¢ Communication and media studies
Digital ethnography

Sociolegal studies

The project will also target other academics interested in
the misuse of information in suppressing dissent.

General public and media European public (and beyond) — in particular diaspora
communities affected by FIMI.

Local, national and international media organisations will
also be kept informed of project activities and results
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3.2 Key messages

Key messages have been created for each of the target audiences in Table X above. These
messages are vital in defining the project communication strategy.

Table 2 — Key messages and action plan

TARGET GROUP KEY MESSAGE & ACTION

EU Policy Makers Information suppression is an overlooked aspect of FIMI
that needs to be addressed to protect vulnerable groups in
Europe.

Provide with recommendations on how they can integrate
information-suppression countermeasures into policies,
instruments and programs. These will be delivered
through policy briefs, events, and via a final event in
Brussels.

Civil society organisations The ARM project is delivering a toolkit that can help actors
in civil society to support/protect people from information
suppression tactics.

Provided with the project toolkit and kept informed of
project updates through workshops, events, field blogs,
policy briefs and invited to the final event in Brussels

Academics and scholars The ARM project is investigating an under-researched
aspect of FIMI — information suppression.

Reached through collaboration events, conferences,
workshops, and social media. Academic papers published
by the project will stimulate further discussion and
research.

General public and media The ARM project is conceptualising information
suppression as a tactic used by governments to control
diaspora populations abroad.

Provided with regular updates on social media and with
press releases throughout the project. The project blog

BB Funded by the European Union. |10



and articles written (D7.3) will also keep this group well
informed on project actions.
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4. Implementation

CMl is the leader of WP7 Project Management and Communication and will coordinate the
implementation of these activities. CMI leads the dissemination and communication tasks 7.4
Implement a Communication and (social) Media strategy, 7.5 ARM website, and 7.6
Publication Management.

CMl is responsible for producing communication material such as press releases, general
project presentations, leaflets, graphics, website content, project posters, event banners, and
similar communication materials. The communication tasks of CMI within WP7 are:

¢ Oversee the management of the project website, consolidating key components from
all work packages to serve as the primary platform for stakeholders to gain insights
into the results of the ARM project.

¢ Create communication materials and a comprehensive communications kit to
standardize project materials, guaranteeing a consistent and coherent portrayal of the
ARM project across different platforms, and in different languages.

¢ Identify external events that can showcase the added value of the ARM project,
assisting partners with the supply of branded materials and social media coverage.

e Spearhead communication efforts with EU and national media outlets to ensure
coverage of the ARM project in relevant publications.

e Lead the organisation of a final conference, including the management of
livestreaming logistics.

The deliverables and milestones of the project ensure that progress and objectives of WP7
are being met in a timely and efficient manner.

The communication deliverables for the Dissemination and Communication of the ARM
project are:

Table 3 - List of Deliverables

DELIVERABLE TITLE MONTH DUE DATE
D71 Dissemination and Communication Plan 5 May 31 2024
D7.2 Website 6 June 30 2024
D7.3 Newspaper and online articles (4) 37 January 31 2027
D7.4 Update of Dissemination and Communication 38 February 29
Plan 2027
|12
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There is only one communication and dissemination milestone, however CMI is also
responsible for other milestones that are relevant for the communication of the project.

Table 4 - List of Milestones

MS/NO TITLE MONTH VERIFICATION MEANS

MS3 Knowledge exchange M20 The milestone is position around halfway
with other FIMI through the project when collaboration
projects between projects is critical to the formulation

of results. The milestone accomplishment will
be primarily verified through updates in the
Dissemination and Communication Plan,
updates to the website, and across project
results.

MS7 Final Conference in M37 The milestone is positioned when WP7
Brussels activities will have been completed. The
milestone accomplishment will be verified
through final conference proceedings, website
updates, media coverage, and a final update
of the Dissemination and Communication
Plan.

There will be, however, regular reviews of the communication plan and updates as the
project progresses to ensure that project communications remain on track.
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5. Communication

5.1 Objective

The main communication aim of WP7 is to “raise public awareness of the project and its
societal contributions through an effective communications strategy”. In order to achieve this,
the Dissemination and Communication Plan (D7.1) outlines a strategy to deliver project
activities, engage stakeholders and ensuring they are exploited — requiring strategies for both
internal and external communication.

The plan provides an overview of how all communication channels, activities, and tools work
together to inform and engage relevant stakeholder groups (see Table 2 - Stakeholders).
WP7 encompasses all other WPs and this plan addresses the flow of information between all
work packages (see Figure 3).

Figure 3 — ARM Project Work Plan

WP1: Conceptualising Information Suppression

WP3:

China Russia

Individual sphere

Media sphere

Academic sphere

Societal rights sphere

Private business sphere

Diaspora as a target and vector

juswaseuey e1eq PUE SIIYIT
8dM

uoleduNWWOo) pue Juawadeue|A 193(0id
LdM

WP6: Identifying Effects and Developing Toolkits

While the content of this deliverable is explicitly related to WP7, the plan requires the full and
active participation of all work package leaders and project partners.
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The main objectives of project communication are:

1. Provide an online platform and communication tools for the effective communication,
dissemination and engagement of key stakeholders based on the strategic
communication plan with the aim of affecting policy, further research, and practice.

2. Communicate the project’s work, main activities and findings through appropriate
channels and tools including leaflets, infographics, social media, blogs, and policy
briefs.

3. Support partners in communicating and disseminating their work and to create
consistency between the various local dissemination and communication activities by
identifying, engaging, and influencing all targeted key stakeholder groups: policy
makers, education and research institutions, trade associations and the general
public at EU, national and local levels.

4. Create preliminary awareness about the project and to coordinate the set of
dissemination actions that will be realised by the whole consortium in order to drive
the project to a Europe-wide dissemination.

5. Create a catalogue of Tactics, Techniques and Procedures (TTPs) to be easily
accessible and disseminated to key stakeholders.

6. Amplify dissemination and exploitation potential by coordinating media relations at
EU-level and supporting efforts at national level through partner national media
contacts.

5.2 Logo and visual identity guidelines

A project brand is a collective representation of its different partners, the theme of the
project, and the broader message that Horizon Europe is communicating; in this case
research for information freedom and enabling the prevention of information suppression
from authoritarian states.

The visual identity will differentiate the ARM Project from other FIMI research projects, while
also being striking, and memorable. The visual identity is made up of the project logo, icon,
and slogan.

5.2.1 Logo and icon

The logo is the key identifier of the project and will be included in all communication
materials.

Figure 4 — ARM Primary Logo
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ARM

The icon is a geometric representation of two opposing forces, symbolising resistance
against ‘the long arm of authoritarian states’.

The project icon will be used on its own to represent the project on social media.

Figure 5 — ARM Icon

—it

5.2.2 Colours

Choosing the colour blue for a visual identity communicates trust, reliability, and
professionalism. Blue is associated with dependability, instilling confidence and conveying a
sense of calm assurance. It is a versatile colour that can be paired with various hues,
allowing the visual identity to maintain a strong, trustworthy presence while adapting to
diverse contexts. Additionally, blue signifies authority and confidence, making it a popular
choice when credibility is crucial.

The complete colour palette for the project can be seen below:
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Figure 6 — ARM Project Colours

PRIMARY

ARM Accent Blue

A dark blue coveys credibility CMYK: 100, 99,29,40
and calm assurance. RGB: 13,13, 82

HEX: #0d0d52

ARM Soft ARM Blue ARM Sort Blue
Asort light colour to use on CMYK: 92,84,0,0 A bright, youthful, yet slightly CMYK: 92,84,0,0 Soft, neutral blue for subdued CMYK:32,4,0,0
backgrounds and text on top RGB: 26,43,194 desaturated blue tone that RGB: 26.43.194 typography on a dark colour RGB: 163, 214, 250

of the dark blues. catches your attention. background. Use when

HEX: #1a2bc2 HEX: #1a2bc2 subtlety is required. HEX: #a3dé6fa

5.2.3 Messaging

The slogan (or tagline) is a statement that represents the overall aims of the project.

Research for information freedom

The slogan was also chosen to have a positive message, reinforcing the impression that the
project will have a positive impact. It is also a broad statement, meaning that there are not
immediate negative connotations associated with the work of the research team, and avoid
direct association with words considered problematic by certain stakeholder groups, such as
‘authoritarian’ or ‘information suppression’.

5.2.4 Typography

Distinctive and consistent typography reinforces recognition of the ARM project. For Desktop
Publishing (DTP) and online text Lato is the designated typeface. For documents generated
with MS Office programmes, the fonts ARIAL REGULAR, ARIAL BOLD and ARIAL BLACK
should be used. Lato can be used in PowerPoint presentations if partners have/get access to
the font.
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5.3 Website

To be delivered in M6, the ARM website will be hosted at www.arm-project.eu and will
contain the following content (this content is subject to change and adaptation as the project
progresses and based on suggestions by the project consortium):

1.

HOMEPAGE
a. Project logo / tagline / Call to Action
b. Block structure giving the opportunity to highlight specific events, deliverables,
reports, or other project news.
c. Follow the project block with links to project social media

2. ABOUT

6.

7.

a. Project golden paragraph
b. Project Overview
c. Case study overview

i. Russia
ii. China
iii. Ethiopia
iv. Rwanda
d. Toolkit
e. Consortium
RESULTS
a. Publications
b. Briefs

c. Deliverables

d. Project Impact
EVENTS

a. Internal events

b. External events

c. Horizon Europe events
MEDIA

a. Press releases

b. Press coverage
CONTACT

a. Contact form for project enquiries
GLOSSARY

The website will be GDPR-compliant, with all visitors able to read a public privacy policy.

The website will be presented to the consortium in June 2024 and will be continuously
updated. The site will be monitored using Matomo in accordance with GDPR regulations.
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5.4 Social media

The ARM project will be active on Twitter and Linkedin, as key stakeholder groups are active
here, allowing them to be used for news alerts and project updates. ARM project activities
and outputs will be shared as infographics, GIFs, sharables and other visuals that add value
to how the project is shared to broader audiences.

Social Media content planning will be developed based on the project’s aims, deliverables,
and projected outputs. To increase visibility and engagement, and to expand the project’s
audience the project will also share relevant news articles on the main thematic focuses of
the ARM project, such as FIMI and information suppression.

Social media content planning thus includes:

¢ Aims of the ARM project

e Events, activities, and news

¢ Project deliverables and findings

e Blog post updates

e Policy updates

e Relevant EU institution news

e Sharing of related videos/multimedia

o Featured organisations/people — e.g. Project partners
e Supporting sister projects

5.5 Internal Communication

Efficient internal communication is vital for the smooth execution of a project and to maximise
its results. Utilising tools such as the ambassador concept, a shared platform, regular
newsletter updates, and scheduled calls with the communication package lead is essential.

The communication package lead recommends that each partner within the consortium
appoint a 'communication ambassador' to coordinate both internal and external
communication efforts. These ambassadors play a crucial role in amplifying the project's
impact by leveraging their networks to create a ripple effect of visibility and outreach.

Regular communication with the package lead helps partners align their communication
strategies with project goals. This may involve providing graphic support for presentations,
visualising technical information, or collaborating on content creation for media outlets.
Additionally, partners share information about internal and external events to ensure proper
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communication alignment and maximise opportunities for project promotion. This proactive
approach includes seeking panel opportunities at relevant conferences and developing
editorial series to disseminate project content effectively.

5.6 Media Relations

Media coverage will be an important part of reaching stakeholders and interested members
of the public. Most importantly, a strong media presence towards the end of the project will
help maximise the impact of the project’s findings, outputs and recommendations.

CMI will utilise its existing media contacts, along with those of the rest of the consortium to
engage directly with interested journalists.

The project has established a list of potential networks to maximise dissemination of project
results.

Table 5 - Partner Platforms

NAME OF PLATFORM PARTNER TYPE OF PLATFORM
The Grey Zone UiT Research Group
CERIM UM Communication Centre
Centre for Digital Governance Hertie Research/Teaching Hub
European Journalism Observatory RSU Website/Media Hub
HSSH Brown Bag Series HU Seminar Series
HSSH New Research Culture (NRC) HU Lecture Series
Afristadi HU Forum
Skytte Institute Podcasts uTt Podcasts
Skytte Inst. Research Colloquia ) Workshops
Annual Russia Studies Conference uT Annual Conference

CMI will write all project press releases, which will be shared to cover key project outputs,
such as policy briefs, and important events in order to maximise their impact.
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5.7 Other activities

ARM communication materials, including a project roll-up, leaflet, and posters for branding
the project at internal and external events will be delivered by M12 with the support and
approval of the consortium. Careful consideration will be given to the contents of all materials
in accordance with ethics guidelines outlined in D8.2 Ethics guidelines, and D8.1 Data
Management and Protection plan, both to be delivered in M6 (June 2024).

For communicating the ARM project via digital channels, a deck of sharables, banners, and
other digital assets have been developed. There is an expectation that many events will be
hybrid or digital only, so other digital assets may be needed by partners, and these will be
developed when necessary.

CMI will provide all project partners with an external communication kit to ensure all
organisations have the relevant resources needed to promote the project via their respective
communication channels, establishing a consistent, homogenous public image for the
project.
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6. Dissemination

6.1 Objective

The main objectives for the project’s dissemination activities are:

¢ Increase the international understanding of FIMI, in particular within the policy
landscape, and include ARM’s information suppression toolkit in their fight against
FIMI;

e Give civil society actors a better understanding of information-suppression strategies
and will use these in development of countermeasures against authoritarian states’
manipulation of information;

¢ Open up the possibility for further exploration of information suppression in academic
studies.

6.2 Activities

CMI will lead dissemination activities, in cooperation with all project partners. Some activities
fall under work packages lead by other members of the consortium who will in turn lead
those activities. A full breakdown of the Key Performance Indicators (KPIs) for these
activities can be found in Section 9 — Monitoring and KPls.

Workshops

As part of WP1, an inception workshop with members of civil society and the defender
community will be organised by CMI with aim of gaining valuable knowledge from those
working in this sphere and enable the project to tailor its results and outputs to the needs of
these civil society members.

Further, as part of WP6, a workshop will be held with both policymakers and civil society
actors to test the TTPs delivered by the project. This will have the dual purpose of improving
the quality and relevance of project results, as well as engaging with stakeholders who will
be exploiting the results of the project.

External events

CMI will together with all project partners work to identity relevant international conferences
where results can be disseminated. The focus of these will be academic conferences
targeting the research community. One example is the Annual Conference of the EU
Disinformation Lab. These will allow the project to further disseminate its work, as well as to
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learn from other research projects in the field to help the project produce even stronger,
exploitable results.

Table 6 — List of potential events

NAME DATE TOPIC

ECPR General Conference  August 2024 Political Science

EISA Conference of August 2024 International Relations
International Relations

#Disinfo2024 October 2024 Disinformation
RightsCon25 February 2025 Digital rights

Final Conference

CMI will organise the project’s final conference in Brussels. The event will be a two-day
event, engaging with members of civil society and policymakers. Brussels has been chosen
as it gives the project greater access to key stakeholders, as well as places the project at the
centre of policy debate, increasing the impact of the event. 10 key stakeholders will be
invited to the event as guests, with event also live-streamed to maximise the event’s
audience.

Scientific Publications

A key output for dissemination from the project will be ten peer-reviewed papers, submitted
to open-access academic journals. This will enable of sharing relevant results from the
project’s research and highlight information-suppression as an overlooked aspect of FIMI.

Policy publications

The project will produce 16 policy briefs and four working papers directed towards
policymakers. The reports will include different aspects of project research from across the
four national focuses (China, Russia, Rwanda and Ethiopia) with the goal of shaping policy
discourse around information suppression.
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6.2.1 Civil Society Actors

The consortium has also identified an initial list of civil society organisations to be targeted or
that have existing connections within the consortium (see table 7 below). As one of the key
stakeholders identified, these organisations will be provided with information throughout the
project as we seek to maximise the impact of the project’s research by providing these actors
with a better understanding of information-suppression activities.

Table 7 - Civil Society Actors

NAME PARTNER DESCRIPTION WEBSITE
FIDH PU International Human Rights NGO www.fidh.org
Global Rights PU Not for profit law foundation globalrightscompliance.com
Compliance
MERICS Berlin DS China Studies Institute www.merics.org/en
Baltic Centre for RSU Journalist training/media www.bcme.eu
Media Excellence consultation
| am the Media TU Fact Checking NGO
Free Russia TU Russian Activists in Estonia www.4freerussia.org
Foundation

Members of civil society, policymakers, academics, and practitioners will all be invited to the
ARM Final Conference, that will be organised in January 2027 in Brussels. It will be an
international event presenting the ARM project outcomes, lessons learned, and policy
recommendations. Provisions will be made to ensure that the event is available to be
accessed digitally and in person.
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D7.1 Dissemination and Communication Plan

7. Collaboration

—+R (80

To maximise the effectiveness of the project research, and to open up opportunities for
collaboration, the ARM Project has identified the following projects:

Table 8 - Identified Projects for Collaboration

PROJECT

COORDINATOR

RESONANT - multidisciplinary research
cooperation on information suppression and
diaspoRa communitiES as a target of fOreign
iNformation mAnipulation aNd inTerference

FORMIT - FONDAZIONE PER LA RICERCA
SULLA MIGRAZIONE E SULLA
INTEGRAZIONE DELLE TECNOLOGIE

DE-CONSPIRATOR - Detecting and
Countering Information Suppression from A
Transnational Perspective

OZYEGIN UNIVERSITESI

ATHENA - An exposition on THe forEign
informatioN mAnipulation and interference

TRILATERAL RESEARCH LIMITED

SAUFEX - Secure Automated Unified
Framework for EXchange

SIEC BADAWCZA LUKASIEWICZ - PORT
POLSKI OSRODEK ROZWOQOJU
TECHNOLOGII

ADAC.io - ATTRIBUTION — DATA-
ANALYSIS — COUNTERMEASURES —
INTEROPERABILITY: ADAC.10

Lunds Universitet

FERMI - Fake nEws Risk Mltigator

HOCHSCHULE FUR DEN OFFENTLICHEN
DIENST IN BAYERN

VIGILANT - Vital IntelliGence to Investigate
ILIegAl DisiNformaTion

THE PROVOST, FELLOWS, FOUNDATION
SCHOLARS & THE OTHER MEMBERS OF
BOARD, OF THE COLLEGE OF THE HOLY
& UNDIVIDED TRINITY OF QUEEN
ELIZABETH NEAR DUBLIN

Funded by the European Union.
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8. Exploitation

The exploitation of results from the ARM project will be the culmination of the dissemination
and communication activities that take place throughout the project.

Building working relationships within civil society and EU policy (in particular the defender
community) through workshops at the beginning of the project, and during other
communication phases, will help tailor results and foster this collaboration.

Subsequently, project outputs will come in a number of different forms that can be easily
used by these key stakeholders. Policy briefs and working papers will be easily digestible
and applicable for EU policy-makers. The project toolkit on information suppression, with a
catalogue of tactics, techniques and procedures for countering information suppression will
be delivered to civil society actors.

The exploitation aspect of this dissemination and communication plan will be consistently
developed and updated throughout the project as project findings and results take shape.
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9. Monitoring and KPIs

To bolster communication efforts on partners’ activities dissemination, CMI has created a
Microsoft Form for all partners of the ARM project to log their activities/events, details about
these activities, as well as the different categories of stakeholders engaged, in line with the
EC portal KPlIs:

e Citizens
e Civil Society
e Industry

¢ |nnovators

e Investors

e Local Authorities

¢ National Authorities

e Regional authorities

e Research communities

e Specific end user communities

To track the project’s progress and impacts throughout its duration, CMI has create a KPI
dashboard breaking down specific KPIs for the ARM project website and communication
activities.

These additional communication KPIs include:

Table 9 — KPIs
CATEGORY TARGETS*

M14 M26 M38
Website
Visitors 500 1500 3000
Downloads NA** 100 250
Social Media (X (Twitter)/Linkedin)
Followers 100/200 300/450 500/700
Posts 50/12 150/36 300/130
Engagement Rate 2% 2% 2%
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Events

Events attended 5 10 15
Collaboration Actions 1 3 6
Events organised 2 2 6
Media

Press releases 2 6 10
Newspaper articles 1 2 4
Blog posts NA 8 16
Press Coverage 5 10 15

Academic Output
Journal Articles NA NA 10

Policy Briefs 1 1 16

*All KPIs are cumulative.

**Lack of results in Year 1 limit possible downloads.

These KPIs will be tracked and results included in updates to the Dissemination and
Communication plan.
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