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China’s presence and influence
in the European information

space in Europe

FIMI and online visibility

In today’s digital information environment, political
information is always competing for public attention. In
political communication - including foreign information
manipulation and interference (FIMI) - this raises questions
about information salience, meaning the visibility and
accessibility of particular political views and narratives.

China’s influences on political information
flows

We distinguish two main types of influence that promote
narratives aligned with the Chinese government:

1) State activities.

China has increased public diplomacy and media activities
across multiple channels. While the effects on Europe
remain inconclusive, some actions clearly aim to skew online
visibility in favour of pro-China narratives by amplifying
official perspectives and discouraging criticism.

2) Social influences.

Self-censorship is important in reducing the visibility of
critical views in China. At the same time, nationalism
motivates people to defend China and subscribe to pro-
government perspectives, increasing their salience.

Together, China’s influences on political discussion in the EU
information space are both shaped by direct government
interference and wider social dynamics. The challenge for
European policymakers lies in maintaining liberal democratic
norms when actors work to undermine those norms without
always breaking laws.
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The European context

Since 2023, the European Union External Action Service
(EEAS) has expanded efforts to identify and understand FIMI.
Although the suppression of information has been flagged
as an important element, it is still not well integrated into
the FIMI framework. FIMI is still often treated as deliberate
state-led activity, while the role of non-state actors and
broader societal dynamics remain underexamined.

Better understanding of how different Chinese actors
shape information salience helps strengthen the European
response. Greater awareness of these dynamics can
also support freedom of information and align with UN
Sustainable Development Goal 16.10 on public access to
information and fundamental freedoms.

Key Messages
State and social actors both shape political
information flows online

Critical voices are not always suppressed
directly by the state

Social norms strongly influence debates
about China

Evidence shows there is state-coordinated
media activity within EU borders

The scale of such operations remains
unknown, more research is needed

Policy responses should vary depending on
different actors and activities
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Figure 1. China’s State and Social Influences on the Salience of Critical versus Pro-Government Voices
in the EU’s Information Space.

Government activities

China has expanded efforts to shape narratives beyond its borders through public diplomacy
as well as more illicit practices. Both can influence the salience of political information.

Rather than direct censorship, these activities often rely on increased production of pro-
government content. Systematically increasing the production and thus the salience of such
content not only promotes state messages, but makes critical voices harder to find and access
- a strategy usually referred to as “flooding”.!

The Going Global campaign, introduced in the 13th Five-Year Plan (2016-2020), aims to expand
China’s global communication presence by “expanding overseas communication networks”,
“establishing flagship media”, and “leveraging information network infrastructures”.? Since then
state-affiliated social media accounts have risen significantly on global platforms.® Between
June 2020 and March 2021, Chinese diplomats and state media operated 176 accounts on
Twitter and Facebook, posting 700,000 times while receiving 355 million likes and 27 million
comments.* These efforts support the broader goal of “telling China’s story well” and promoting
a positive image of China abroad.®

Three techniques are particularly relevant for understanding how government-linked actors
shape online visibility in Europe:

1. Amplification

Some state-affiliated social media accounts engage in inauthentic behaviour to boost the reach
of official messaging. Researchers in the UK have identified networks of automated users
amplifying posts by Chinese government representatives, with China appearing more active in
this area than Russia or Iran.® While bot effectiveness remains limited, advances in generative
Al are likely to increase the scale and sophistication of amplification.”
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2. State media partnerships

Chinese state media maintain partnerships with influential news organisations in Europe, which
can indirectly shape coverage of China. Xinhua has agreements with Reuters, AP, and PA Media
Group,? alongside bilateral agreements with national outlets in Italy, Czechia, and Hungary.’
Evidence suggests such agreements can allow official Chinese media content to “invisibly” find
its way into national news broadcasts.1®

3. Fake news websites

Investigations indicate the existence of more than 100 website posing as local news outlets while
operating from China and promoting pro-Beijing narratives, including in several EU countries.!!
The reach and exposure of these websites appears limited, but it is expected to increase as
techniques for creating and disseminating this type of content become more advanced.

The importance role of private firms cannot be understated, as companies based in China are
often the direct implementors of online content creation, obscuring the identity of potential
stakeholders behind such actions.?

Social influences

Apart from direct government interventions, social norms strongly shape how political views
are expressed online. Also in China’s domestic context, citizens are found to play an important
role in shaping which political perspectives become salient online, and which remain in the
margins.’* As Chinese diaspora have become increasingly prominent in geopolitical debates
abroad, similar social mechanisms influence online political discourse in the EU. Most important
here are self-censorship and nationalism.

Self-censorship

Among China experts, it is common knowledge that the scale and impact of self-censorship
is considerably higher than actual censorship by the state itself.** Self-censorship is both the
result of fear for potential sanctions by the state and of indirect social processes such as the
formation of norms that result in “collective silence”.*> By adhering to perceived constraints on
what is socially and politically acceptable, self-censorship reduces the salience of perspectives
critical toward the Chinese government.

Fear of potential retribution by the Chinese state is one of the key drivers behind self-censorship.
Within China, although even less than 1% of journalists are directly sanctioned for critical
attitudes toward the state, the remaining 99% is affected just through fear of sanctions.'¢

Among European journalists, similar dynamics play a role. Journalists working on China frequently
report “social and psychological pressure” due to fear of potential sanctions by the Chinese
state. Fears include direct harassment by the Chinese state but also indirect sanctions such as
travel restrictions, which can have both personal and professional consequences.'”

The psychological pressures due to the uncertainty about the sensitivity of one’s actions puts
additional pressure on reporters and thus increases their difficulty to perform their work. It is
often thought that uncertainty, and the constant political calculation it requires, has an overall
“exhausting” effect (also known as “chilling effect”) on journalists reporting on China, and
especially among those taking a critical stance. Currently, editorial teams are often unequipped
to support reporters under such circumstances.
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Self-censorship is also driven by social norms.® Once avoiding certain sensitive topics becomes
customary, self-censorship reinforces itself, making raising certain topics awkward in social
situations. This collective silence - sometimes referred to as “public secrecy”'? - can raise
further barriers for critical debates,?° and hinder the work of journalists and academic working
on sensitive political topics.?* Chinese diaspora members, some of whom work as knowledge
professionals on China, are clearly reluctant to talk about topics that are highly sensitive in the
Chinese context, such as human rights violations in Xinjiang and the status of Taiwan in the
international system.?? As a result, their perspectives are frequently neither voiced nor heard
in public debates, leaving room for other actors to fill that space with alternative, potentially
pro-government political perspectives.

Nationalism

Nationalism is a powerful motivator for individuals to spread positive views about China and, by
extension, the Chinese government. In diaspora contexts, geopolitical debates can be perceived
as threatening to one's identity,?® and can cause some diaspora members to actively defend
China when its position as a global power is undermined. Nationalism is both a bottom-up social
phenomenon and actively shaped by the government, for instance through patriotic education.?
In online political discussion in China, nationalism plays a prominent role in motivating regime-
defensive tendencies.?> On social media, this is apparent when citizens with strong nationalist
sentiments promote the regime or counter critical voices online. Such online fanatics are
sometimes referred to as “Little Pinks” (xiaofenhong) and regarded as a political force in their
own right.¢ In extreme cases, such regime-defensive behaviour can turn into a form of digital
vigilantism, where regime defenders go as far as to intimidate and harass opposition views.?”
Together this contributes to an atmosphere where individuals feel the pressure to align their
publicly expressed views to nationalist and pro-government perspectives.?®

In the EU, nationalism contributes to similar dynamics, where China-critical voices face
backlashes, while China-positive content does not. Media critics of the Chinese state and its
domestic governance often experience harsh criticism and even online harassment. For example,
a Germany-based journalist who has published criticisms of the human-rights abuses in China,
became a target of continuous online harassment, including threatening messages and a smear
campaign.?’ Online backlash extends to live streams or public commentaries on China, with
individuals receive threatening or disturbing messages in response to being critical of China or
the Chinese government, usually from online media users with Chinese roots.3°

Whether such online harassment is executed by nationalist individuals acting on their own
accord, or whether it is part of an official operation often remains unclear. We suspect that
both are true; while nationalism fosters genuine user-driven actions online, the government
actively plays into nationalist sentiments to mobilise Chinese citizens and diaspora to “defend”
their country against critics.

Nationalism thus contributes to the salience of pro-government perspectives online. It makes
online spaces more conducive to pro-China narratives, as users holding such views feel encouraged
to share them publicly, particularly on WeChat and Chinese-language channels.3!

Taken together, many of the online actions motivated by nationalism are not against the law
- except for the most extreme cases of harassment and intimidation - but can rather be seen
as “transgressive” of liberal democratic norms.3?
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When developing policies:

e Think about information salience. In today’s information space, political information is
increasingly competing for the attention of online audiences. An important part of political
communication - and FIMI - is information salience. Political perspectives become more visible
while others remain in the margins.

o Consider both state and non-state actors. The flow of political information is not only
influenced by direct and deliberate government actions. State strategies to promote certain
perspectives exist side-by-side with more socially motivated actors shaping information
salience.

o Be aware of social norms and pressures. Social norms and pressures powerfully shape
public political expression and thus the flow of political information online. In the case of
competing perspectives about China, self-censorship and nationalism play a significant role.

e Be careful with attribution. Uncertainty persists when it comes to attributing Chinese state
influence and interference in the EU information space. The scale of operations of the Chinese
state within the EU requires further systematic assessment.

e Safeguard open and critical public discussion. Support for illiberal views among diaspora
communities can be caused by lack of identification with one’s democratic host country. Be
mindful to take a balanced approach to Chinese diaspora communities, also when they support
the Chinese government. Promoting and protecting their genuine democratic participation
may increase engagement in critical discussion and strengthen their commitment to liberal
democratic norms.
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About the ARM Project

Coordinated by the Chr. Michelsen Institute (CMI), the ARM project delves into authoritarian
strategies for information control beyond borders. While foreign disinformation receives
ample scrutiny, other forms of foreign information manipulation and intervention (FIMI)
remain overlooked.

Analysing Russia, China, Ethiopia, and Rwanda, ARM conceptualises and addresses different
forms of FIMI. The project will explore the extent that major global players like China and
Russia, alongside Ethiopia and Rwanda, engage in transnational information suppression,
particularly targeting European diaspora communities.
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